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Art Unit: 2135 

DETAILED ACTION 

Claim Rejections - 35 USC § 102 

1. The following is a quotation of the appropriate paragraphs of 35 
U.S.C. 102 that form the basis for the rejections under this section made in this Office 
action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

2. Claims 1, 17-20, 34-36, 52-55, 73-77 are rejected under 35 U.S.C. 102(e) 
as being anticipated by Lam et al (US 6,747,578 B1 ). 

a. Referring to claim 1: 
i. Lam teaches: 

(1) detecting for presence of a removably attached 
interchangeable cover [i.e., a faceplate for an electronic device comprising: a 
housing adapted to be removably secured onto the electronic device; a plurality 
of electrical contacts disposed on the housing and operable to mate with 
corresponding electrical contacts of the electronic device when the housing is 
secured onto the electronic device; and a plurality of buttons disposed on the 
housing and, when activated, for causing signals to be generated over the 
electrical contacts indicating which buttons were activated and when activated 
(column 3, lines 25-40)]; 

(2) authenticating the removably attached 
interchangeable cover as an eligible cover [i.e., an identification unit disposed on the 
housing and coupled to the electrical contacts of the faceplate, the identification 
unit for identifying the faceplate to the electronic device (column 3, lines 40-45)]; 

and 
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((3) operating the electronic apparatus, enabling/disabling 
all or selected functions/features offered by the base portion and the removably 
attached interchangeable cover in view of whether the removably attached 
interchangeable cover is authenticated (or accepted) [i.e., the faceplate keys 270, in 
accordance with the present invention, may be placed in any location and are not 
limited in position to the locations of any keys that are integrated on device 100a 
(if any). In the example shown in Figure 4, the device 100a does not have any 
keys on its face. The front side of faceplate 250 illustrates a cut-out region 260 
for positioning around display 105. When attached to the device 100a, contacts 
(not shown) on the rear side of the faceplate 250 will come into physical contact 
with electrical pads 220 located on the device 100a. In this way, the faceplate 250 
may communicate with the electronics of device 100a. It is appreciated that the 
exterior of device 100a may include a recess of roughly the same area and size as 
the faceplate 250 and this recess may be used to accept the faceplate 250 therein. 
In this way, the overall size of the PDA with the attached faceplate is reduced and 
the faceplate 250 becomes integrated with the PDA 100a (column 7, lines 25-42)]. 

b. Referring to claims 19-20. 54-55: 

i. These claims have limitations that are similar to those of 
claim 1 , thus they are rejected with the same rationale applied against claim 1 above. 

c. Referring to claim 36: 
i. Lam teaches: 

(1) a base body case [i.e., Figure 4 illustrates a 
perspective view of a faceplate 250, in accordance with an embodiment of the 
present invention, and also a portable computer system 100a adapted to receive 
the faceplate 250. In one embodiment, the faceplate 250 is removably attached to 
device 100a by pressure and by snap fitting hooks and mechanisms. In this way, 
the faceplate 250 can readily be removed from device 100a and replaced (column 
7, lines 15-25)]; 

(2) a processor encased within said base body case for 
use to execute instructions [i.e., the faceplate 250a is a housing that contains 
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multiple standard buttons 270 for PDA access, e.g., six buttons are shown. This 
faceplate 250a is contemplated as being a basic or base faceplate that would be 
shipped with the PDA 100a. Not shown are internal electrical contacts on the rear 
side of the faceplate 250a that make contact with corresponding electrical 
contacts of the front side of device 100a when the two components are snapped 
together. These contacts 222 are shown in Figure 7. In the embodiment of Figure 
5A, user selections of buttons 270 are translated into coded signals which are 
generated over the electrical contacts and processed by device 100a. Using 
these coded signals, the device 100a can determine which buttons where pressed 
and when (column 7, lines 48-60), wherein the device 100a is a portable computer 
system, which includes an address/data bus 99 for communicating information, a 
central processor 101 coupled with the bus 99 for processing information and 
instructions, a volatile memory 102 (e.g., random access memory RAM) coupled 
with the bus 99 for storing information and instructions for the central processor 
101 and a non-volatile memory 103 (e.g., read only memory ROM) coupled with 
the bus 99 for storing static information and instructions for the processor 101 
(column 5, lines 6-14)]; 

(3) storage medium encased within said base body case, 
coupled to said processor, and having stored therein a plurality of instructions designed 
to implement a plurality of functions/features, to authenticate a removably attached 
smart interchangeable cover attached to the base body case as an eligible cover, and to 
operate the electronic apparatus, enabling/disabling all or selected ones of the 
implemented functions/features and functions/features offered by the removably 
attached smart interchangeable cover consistent with whether the removably attached 
smart interchangeable cover is authenticated [i.e., the device 100a is a portable 
computer system, which includes an address/data bus 99 for communicating 
information, a central processor 101 coupled with the bus 99 for processing 
information and instructions, a volatile memory 102 (e.g., random access memory 
RAM) coupled with the bus 99 for storing information and instructions for the 
central processor 101 and a non-volatile memory 103 (e.g., read only memory 
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ROM) coupled with the bus 99 for storing static information and instructions for 
the processor 101 (column 5, lines 6-14). Further limitations that are similar to 
those of claim 1, thus they are rejected with the same rationale applied against 
claim 1 above]. 

d. Referring to claims 56-59; 75-77: 
i. Lam further teaches: 

(1) wherein said apparatus is a wireless communication 
device; wherein wireless communication device is a wireless mobile phone; wherein 
said electronic apparatus is a selected one of a personal digital assistant and an 
electronic gaming device p.e., in addition to device 108, wireless communication 
links can be established between the device 100 and a host computer system (or 
another portable computer system) using a Bluetooth wireless device 360, an 
infrared device 355, a GSM radio device 240, or a CDMA device, or a W-CDMA 
device or a 802.11 device. Device 100 may also include a wireless modem device 
240 and/or a wireless radio, e.g., a GSM wireless radio with supporting chipset. 
The wireless modem device 240 is coupled to communicate with the processor 
101 but may not be directly coupled to port 108 (column 6, lines 3-13). 
Furthermore, referring to Figure 13, other functionality that could be added by 
unit 480 includes an expansion module connector or bus that is adapted for 
receiving standard sized electronic modules. Also possible are wireless 
communication devices, such as Bluetooth modules, IR modules, etc. The unit 
480 could also be an expanded display screen. An such device would be coupled 
to contacts 222. According to the various embodiments of the present invention, 
the electrical contacts 222 may carry a number of different signal types. For 
instance, some contacts may be reserved for key code information relating to the 
buttons that were pressed. In addition, two contacts may be reserved to 
supplying auxiliary power to the device 100a. Also, various contacts may be 
reserved for supplying an identification code to device 100a to indicate the 
faceplate type, e.g., standard PDA type, extended keyboard type, gaming type, 
GPS type, music type, etc. Other contacts can be reserved for supplying data 
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signals (analog or digital) to device 100a (column 10, lines 50-670). Embodiments 
of Lam's invention provide an electronic device, e.g., a cell phone, portable 
computer system, PDA, electronic pager, etc., having a removable functional 
faceplate. The removable functional faceplate provides additional keys and key 
functionality that are in addition to any underlying keys of the electronic device (if 
it has any at all) (column 2, lines 22-29)]. 

e. Referring to claim 59: 

I This claim has limitations that is similar to those of claim 36, 
thus it is rejected with the same rationale applied against claim 36 above. 

f. Referring to claims 17. 34. 52. 73: 
i. Lam further teaches: 

(1) wherein said method further comprises requesting 
and receiving implementing instructions/data of a personalization feature from the 
removably attached interchangeable cover to personalize the electronic apparatus [i.e., 
by providing the ability to add new keys to the faceplate, the present invention 
provides an electronic device that may be substantially customized for a 
particular user or for a particular and specialized use (column 2, lines 40-44)]. 

g. Referring to claims 18. 35. 53. 74: 
i. Lam further teaches: 

(1) wherein said method further comprises requesting 
and receiving implementing instructions/data of a function from the removably attached 
interchangeable cover to enrich the functions of the electronic apparatus [i.e., the 
removable functional faceplate provides additional keys and key functionality that 
are in addition to any underlying keys of the electronic device (if it has any at all). 
For instance, removable faceplates can add extended keyboards, gaming 
controls, etc. The new keys and key functionality can be placed in any location on 
the faceplate and may be of any key type without restriction to the underlying 
keys of the electronic device (if it has any at all). Additionally, the functional 
faceplates may provide circuits which add functionality to the electronic device 
other than, or in addition to, new keys, e.g., increased memory capacity, 
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increased power capacity, music playing capacity, measurement devices, etc. 
The faceplates are removable, and in one embodiment, designed to be readily 
removed and installed by the user (column 2, lines 26-40)]. 

Claim Rejections - 35 USC § 103 

3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for 
all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

4. Claims 2-7, 10-11, 13-16, 21-26, 29-33, 37-42, 45-46, 48-51 , 60-65, 68-72 
are rejected under 35 U.S.C. 103(a) as being unpatentable over Lam et al (US 
6,747,578 B1), and further in view of Reed, III et al (US 5,153,919). 

a. Referring to claim 2: 

i. Lam further teaches: 

(1) generating a first challenge; providing said first 
challenge to said removably attached interchangeable cover; receiving from the 
removably attached interchangeable cover a first response to the first challenge; and 
verifying correctness of said received first response [i.e., The code generator device 
410 is disposed on housing 420 is connected to electrical contacts 222 via ribbon 
cable ("flex circuits") 430c. As discussed above, contacts 222 are operable to 
come into physical contact with electrical pads 220 of device 100a when faceplate 
250a is attached to device 100a. The code generator 410 is responsive to signals 
from cables 430a and 430b which indicate which button is pressed and when. 
The code generator 410 is capable of generating a unique digital or analog signal 
(button code) over contacts 222 indicating which button was pressed. It is 
appreciated that the button code is generated over contacts 222 simultaneously 
with the button being pressed. It is appreciated that many well known code 
generators could be used for this function, including numerous different types of 
digital and/or analog code generators (column 8, lines 40-54)]. 
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ii. Although Lam teaches the claimed subject matter, Lam does 
not clearly mentioned that the code generator could generate the challenge. On the 
other hand, Reed III teaches the generation of the challenge. This limitation is met on 
column 6, lines 37-67 of Reed III and column 1, lines 51-67 through column 2, lines 1-3 
and lines 34-40. 

iii. It would have been obvious to a person having ordinary skill 
in the art at the time the invention was made to: 

(1) combine the teaching of Reed III into Lam's system 
for insuring validity of communicating radio-telephones and the like (column 1, lines 7- 
8 of Reed III). 

iv. The ordinary skilled person would have been motivated to: 
(1) combine the teaching of Reed III into Lam's system 

since there is a clear and present need for effective security measures in the cellular 
telephony art, and that suggests the use of cryptology for the purposes of ensuring 
authentication and privacy (column 1, lines 47-50 of Reed III), 
b. Referring to claim 3: 

i. Reed III further teaches: 

(1) wherein said providing comprises providing said first 
challenge in a first encrypted form, and said authenticating further comprises encrypting 
said first challenge into said first encrypted form using a set of one or more session 
keys [i.e., when party A wishes to communicate with party B, it sends to 
authentication server AS his own name, the name of party B and a transaction 
identifier. Server AS returns the name of party B, a session key, the transaction 
identifier and a message encrypted with B's key. All that information is encrypted 
with A's key. Party A receives the information, decrypts it, selects the portion 
that is encrypted with B's key and forwards that portion to party B. Party B 
decrypts the received messages and find it the name of party A and the session 
key. A last check (to prevent "replays") is made by party B issuing a challenge to 
party A and party A replies, using the session key. A match found at party B 
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authenticates the identity of party (column 2, lines 59-67 through column 3, lines 
1-5 of Reed III)]. 

c. Referring to claim 4: 

i. Reed III further teaches: 

(1) generating said set of one or more session keys (i.e., 
shared secret data field), and pre-providing said generated set of one or more session 
keys to said removably attached interchangeable cover [i.e., the security needs of 
cellular telephony are met with an arrangement that depends on a shared secret 
data field. The mobile unit maintains a secret that is assigned to it by the service 
provider, and generates a shared secret data field from that secret. The service 
provider also generates the shared secret data field. When a mobile unit enters 
the cell of a base station, it identifies itself to the base station, and supplies to the 
base station a hashed authentication string (column 3, lines 7-16 of Reed III)]. 

d. Referring to claim 5: 

i. This claim has limitations that is similar to those of claim 3, 
thus it is rejected with the same rationale applied against claim 3 above. 

e. Referring to claim 6: 

i. Reed III further teaches: 

(1) requesting and receiving said public key of the 
removably attached interchangeable cover from the removably attached 
interchangeable cover [i.e., public key cryptography provides another standard 
class of ways for solving authentication problems. Generally speaking, each 
mobile station would be provided with a "public key certificate" of identity, signed 
by the public key of the service provider, stating that the mobile station is a 
legitimate customer of the service provider (column 2, lines 17-23 of Reed III). 

f. Referring to claim 7: 

i. Reed III further teaches: 

(1) wherein said receiving of said public key of the 
removably attached interchangeable cover from the removably attached 
interchangeable cover comprises receiving said public key of the removably attached 
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interchangeable cover in a signed form from the removably attached interchangeable 
cover, and said authenticating further comprises verifying said received public key as 
having been signed by an authorized party using a public signing key of a trusted 
certification authority [i.e., public key cryptography provides another standard class 
of ways for solving authentication problems. Generally speaking, each mobile 
station would be provided with a "public key certificate" of identity, signed by the 
public key of the service provider, stating that the mobile station is a legitimate 
customer of the service provider. In addition, each mobile would also be given 
secret data (private keys) which it can use, together with the certificate, to prove 
to third parties (such as the serving system) that it is a legitimate customer 
(column 2, lines 17-27 of Reed III)]. 

g. Referring to claim 1 1: 

i. Reed III further teaches: 

(1) wherein said first challenge comprises a challenge to 
provide the base portion with a data block and a signature of the data block, said first 
response comprises the data block and the corresponding signature requested, and 
said verification comprises verifying correspondence of the provided data block to the 
provided signature using a public signing key corresponding to a private signing key 
employed to generate the signature of the data block [i.e., the Jumble process can 
create a "signature" of a block of d "secret" data words b(i), with the aid of a k- 
word key x(j), where d, i, j, and k are integers. The "signature" creation process is 
carried out on one data word at a time. For purposes of this description, the 
words on which the Jumble process operates are 8 bits long (providing a range 
from 0 to 255, inclusive), but any other word size can be employed. The "secret" 
data block length is incorporated in the saw tooth function. In addition, It may be 
appreciated that in the process just described there is no real distinction between 
the data and the key. Therefore, any string that is used for authentication can 
have a portion thereof used as a key for the above process. Conversely, the data 
words concatenated with the key can be considered to be the "authentication 
string". It may also be noted that each word b(i), where 0.ltoreq.i<d is hashed 
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individually, one at a time, which makes the hashing "in place". No additional 
buffers are needed for the hashing process per se (column 5, lines 26-64 of Reed 
III)]. 

h. Referring to claims 13. 30. 48. 69: 

i. These claims have limitations that are similar to those of 
claim 1 1 , thus they are rejected with the same rationale applied against claim 1 1 above. 

i. Referring to claims 14-15: 

i. These claims have limitations that are similar to those of 
claim 2, thus it is rejected with the same rationale applied against claim 2 above. 

j. Referring to claim 16: 

i. This claim has some limitations that is similar to those of 
claim 1 1 , thus it is rejected with the same rationale applied against claims 11-13 above. 
In addition, Reed III further teaches: 

(1) said verification of the second response comprises 
generating a compare hash value for each of the at least one functions/features of the 
removably attached interchangeable cover provided, and comparing each of the 
generated compare hash values to the corresponding hash value previously provided 
as part of the signed manifest [i.e., when a cellular telephone first enters the 
jurisdiction of a base station, it registers itself with the base station by 
concatenating a secret password and the most recently broadcast random 
number, along with other information, and passing the concatenated information 
to a hash function. The cellular telephone then sends the output of the hash 
function, along with other identifying information to the service provider. The 
service provider, upon learning of the cellular telephone's identity, feeds the 
secret assigned to that cellular telephone and the random number, along with 
other information, into the same hash function. When the result of the hashing 
performed by the service provider matches that provided by the cellular 
telephone, authentication for that cellular telephone is complete (see abstract)]. 

k. Referring to claims 21. 31-32. 37. 49-50. 60. 70-71 : 
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i. These claims have limitations that are similar to those of 
claim 2, thus they are rejected with the same rationale applied against claim 2 above. 
I. Referring to claims 22. 38. 61: 

i. These claims have limitations that are similar to those of 
claim 3, thus they are rejected with the same rationale applied against claim 3 above, 
m. Referring to claims 23. 62: 

i. These claims have limitations that are similar to those of 
claim 4, thus it is rejected with the same rationale applied against claim 4 above, 
n. Referring to claims 24. 39-40. 63: 

i. These claims have limitations that are similar to those of 
claim 5, thus they are rejected with the same rationale applied against claim 5 above, 
o. Referring to claims 25-26. 64-65: 

i. These claims have limitations that are similar to those of 
claims 6 and 7, thus they are rejected with the same rationale applied against claims 6 
and 7 above. 

p. Referring to claims 29. 68: 

i. These claims have limitations that are similar to those of 
claim 1 1 , thus they are rejected with the same rationale applied against claim 1 1 above, 
q. Referring to claims 33. 51. 72: 

i. These claims have limitations that are similar to those of 
claim 16, thus they are rejected with the same rationale applied against claim 16 above, 
r. Referring to claim 41: 

i. This claim has limitations that is similar to those of claim 6, 
thus it is rejected with the same rationale applied against claim 6 above, 
s. Referring to claims 10. 42. 45: 

i. These claims have limitations that are similar to those of 
claim 7, thus they are rejected with the same rationale applied against claim 7 above, 
t. Referring to claim 46: 

i. This claim has limitations that is similar to those of claim 1 1 , 
thus it is rejected with the same rationale applied against claim 1 1 above. 
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5. Claims 8-9, 12, 27-28, 43-44, 47, 66-67 are rejected under 35 
U.S.C. 103(a) as being unpatentable over Lam et al (US 6,747,578 B1), further in view 
of Reed, III et al (US 5,153,919), and further in view of Chen et al (US 5,784,463). 
a. Referring to claim 8: 

i. Lam and Reed III teach the claimed subject matter; and 
Reed III further teaches: 

(1 ) wherein said verification of said received public key of 
the removably attached interchangeable cover as having been signed by an authorized 
party further comprises determining whether the public signing key has been revoked by 
the trusted certification authoring, and recovering said public key of the removably 
attached interchangeable cover as part of the verification process [i.e., Reed Ill's 
Figure 2 depicts the process for directing the creation of a shared secret data 
field and the verification of same]. 

ii. However, the combination of Lam and Reed II does not 
explicitly mention about the revoking and/or recovering public key in its verification 
process. On the other hand, Chen teaches: 

(1) The server public key is used to encrypt a client- 
generated portion of the shared secret key, and the encrypted client-generated key is 
sent to the server where it is recovered using a private key held by the server and 
combined with a server generated portion of the shared secret key to form the shared 
secret key (see abstract of Chen). 

iii. It would have been obvious to a person having ordinary skill 
in the art at the time the invention was made to: 

(1) combine the teaching of Chen into Lam 's system (as 
modified) for securing a computer system from unauthorized access over an open or 
public network to which the computer is connected (column 1, lines 9-11 of Chen). 

iv. The ordinary skilled person would have been motivated to: 

(1 ) combine the teaching of Chen into Lam's system (as 
modified) for providing a secure yet economical key distribution system (column 3, 
lines 45-46 of Chen). 
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b. Referring to claim 9: 

i. Lam further teaches: 

(1) wherein the base portion of the electronic apparatus 
and the removably attached interchangeable cover are manufactured by a first and a 
second manufacturer respectively [i.e., accordingly, Lam's invention provide an 
electronic device, e.g., a cell phone, portable computer system, PDA, electronic 
pager, etc., having a removable functional faceplate, wherein the manufacturer is 
not clearly shown. However, all electronic devices must be made/designed by 
some kinds of manufacturers so that customers can return the merchandise to 
the manufacturer if the device is defected/malfunctioned (column 2, lines 22-26)], 
and said trusted certification authority is a common licensor licensing respective 
manufacturing rights to said first and second manufacturers. 

ii. Although Lam and Reed III teach the claimed subject matter 
teaches the claimed subject matter, they do not clearly mentioned that the certification 
authority is a common licensor. On the other hand, Chen teaches: 

(1 ) The server public key is itself distributed to the user in 
a secure manner, by transmitting it to the user at the time of registration in the form of a 
certificate signed by the token issuer or a certification authority and verifiable by a public 
key embedded in the token prior to distribution. Since the certificate is signed using a 
private key known only to the token issuer or token certifier, the client software can 
ensure that the server public key has been authorized by the token issuer or certifier 
(column 3, lines 30-40 of Chen). 

iii. It would have been obvious to a person having ordinary skill 
in the art at the time the invention was made to: 

(1) combine the teaching of Chen into Lam 's system (as 
modified) for securing a computer system from unauthorized access over an open or 
public network to which the computer is connected (column 1, lines 9-11 of Chen). 

iv. The ordinary skilled person would have been motivated to: 
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(1) combine the teaching of Chen into Lam's system (as 
modified) for providing a secure yet economical key distribution system (column 3, 
lines 45-46 of Chen). 

d. Referring to claims 12. 47: 

i. These claims have limitations that are similar to those of 
claims 8 and 1 1 , thus they are rejected with the same rationale applied against claims 8 
and 1 1 above. 

e. Referring to claims 27. 44. 66: 

i. These claims have limitations that are similar to those of 
claim 9, thus they are rejected with the same rationale applied against claim 9 above. 

f. Referring to claims 28. 67: 

i. These claims have limitations that are similar to those of 
claim 26, thus they are rejected with the same rationale applied against claim 26 above. 

g. Referring to claim 43: 

i. This claim has limitations that is similar to those of claim 8, 
thus it is rejected with the same rationale applied against claim 8 above. 

Conclusion 

5. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

a. Janninck et al (US 6,768,899 B2) teaches a wireless 
communication device (100) including a first housing (220) with a housing support (250) 
and a second housing (120) positioned about the housing support, or a portion thereof, 
so that the second housing may rotate around the housing support (see abstract), which 
can read on to claims 1 , 36, and 59 of the application's invention. 

Any inquiry concerning this communication or earlier 
communications from the examiner should be directed to Thanhnga (Tanya) Truong 
whose telephone number is 571-272-3858. 

If attempts to reach the examiner by telephone are unsuccessful, 
the examiner's supervisor, Kim Vu can be reached at 571-272-3859. The fax and 
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phone numbers for the organization where this application or proceeding is assigned is 
703-872-9306. 

Any inquiry of a general nature or relating to the status of this 
application or proceeding should be directed to the receptionist whose telephone 
number is 571-272-2100. 



TBT 

June 25, 2003 
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